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Please take note of the following information and include it in your Ethics Application Form and in the Study Information with Informed Consent. Failure to do so may result in your application being rejected by the Ethics Committee on formal grounds.

Background

The PLUS-S guideline on the EU General Data Protection Regulation (GDPR) of 3 June 2019 (see website of the Ethics Committee) must be observed when collecting data in scientific studies at the University of Salzburg. Appropriate measures must be taken to protect personal data from misuse.  Personal data is ‘any information relating to an identified or identifiable natural person’. This term is therefore very comprehensive, as it covers all data that can be attributed to an individual person directly or indirectly, alone or in combination with other data that may be publicly accessible, such as name, address, email address, IP address, physical characteristics, biometric data, genetic data, attitudes, opinions, diagnoses, etc. This means that, in principle, this often concerns all dependent variables collected in a study.

The more sensitive the data to be processed, the more necessary it is to ensure an appropriate level of protection for that data. The highest level of protection is provided by collecting data anonymously. An almost equally high level of protection is provided by anonymisation after data collection, whereby anonymisation should take place as soon as possible. 

Pseudonymisation is another possible measure that can help ensure an adequate level of protection in many cases. These measures can reduce the risks of processing personal data for data subjects and meet the legal requirements of the GDPR for an adequate level of protection for scientific research.

The following distinction is made for different types of data:

Pseudonymised data are data that cannot be attributed to an individual without additional information. This is typically done by means of a reference table (or assignment table), which contains the names of the participants in a study in column A and the participant code individually linked to each person in column B. All other data from the study are then provided only with this code, and the name of the person no longer appears on completed questionnaires, other data collection instruments, file names, Excel tables, in the statistical analysis software, etc. The data are therefore pseudonymised by the investigator using this reference table and coding. The identity of a participant can only be resolved by the reference table and linked to their data. Pseudonymised data must continue to be treated as personal data.

The reference table must be stored separately from the pseudonymised data. Appropriate technical and organisational measures must be taken to avoid the identification of individual subjects. Pseudonymised data and the reference table must be stored securely. Local storage media such as unencrypted hard drives or USB sticks are not secure. The IT services' Group File Service (GFS) or repositories set up specifically for storing research data are secure and should be used whenever possible.

Particularly when sharing data with authorised third parties (e.g., research associates, collaborating researchers at other universities), pseudonymisation is one way of ensuring the security of personal data. It is important to ensure that this is implemented correctly. Under no circumstances should it be possible for third parties to identify the person by linking publicly accessible data with the pseudonymised dataset. This implies that the pseudonymised data set should generally not contain any data such as date of birth, place of birth, contact details, email address, place of residence or occupation, as an internet search and linking with other data could possibly lead to the data being linked to a specific person. Such data should therefore generally only be stored in the reference table.

Anonymous data are data that do not allow any conclusions to be drawn about the identity of a specific person. Anonymous data are not personal data and are therefore not subject to any retention period. It is recommended to use anonymous data whenever possible to ensure a high level of data protection and to avoid falling under the scope of the GDPR.


Below, fields 4.1 to 4.10 of the ethics application form are commented on to assist applicants with the implementation of the GDPR, particularly regarding what needs to be considered when pseudonymising or anonymising their data.

1. What type of anonymisation or pseudonymisation is used?
The application form distinguishes between five data collection methods, which are associated with a decreasing level of protection from a) to e): a) anonymous data collection, b) anonymisation after data collection, c) pseudonymised data collection, d) pseudonymisation after data collection, and e) data collection without anonymisation or pseudonymisation. It should be noted that the highest level of protection should be chosen that is just sufficient to carry out the study. Non-anonymous data collection generally requires a detailed explanation of the extent to which it is necessary to carry out the study.

a) Anonymous data collection. This method of data collection should be used wherever possible. It is particularly suitable for online questionnaire surveys (e.g., using LimeSurvey). In this case, neither name, e-mail address nor IP address of the computer should be collected. Furthermore, no personal data should be collected that can be attributed to a person individually or in combination with other publicly accessible data.
 
b) Anonymisation after data collection. This data collection method initially collects data that can be directly attributed to a person (e.g., a person's name and email address are used to communicate with that person). However, this data linked to a person is deleted after the data is collected. This can (ideally) be done immediately after data collection or within a reasonable period, which must be specified in the Ethics Application Form, together with a justification as to why anonymous data collection is not possible or useful.

c) Pseudonymised data collection. This method of data collection is frequently used in scientific studies. In this case, a pseudonym is generated and noted by the participant themselves. This is also collected by the investigator during data collection. The identity of the person is therefore not known to the investigator. This procedure allows, for example, that data sets of a participant can be linked in a longitudinal study with repeated measurements. It also allows the participant to request that the principal investigator inspect his/her data or delete his/her data at a later date. The following procedure is often used to create the pseudonym: The investigator instructs the participant in writing to generate an individual 8-digit code from, for example, the first letter and third letter of the mother's first name, the second letter and third letter of the father's first name, the day of the father's date of birth (two digits), and the participant's own birth month (two digits). This results in the individual pseudonym to be used for the study, e.g. ‘MRAT0811’, which the participant should note down.

d) Pseudonymisation after data collection. This data collection method collects data that can be attributed to a specific person. However, by generating a participant code and separately storing a reference table consisting of the code and all data attributable to that person (such as name, address, email address, date of birth, logged IP address of the computer, etc.), these are separated from the data set to be analysed. This can (ideally) be done immediately after data collection or within a reasonable period, which must be stated in the Ethics Application Form together with a justification as to why the other, more secure forms of data collection are not possible or are not appropriate for the specific study. Care must be taken to ensure that all personal characteristics that could reveal the identity of the participating person have been deleted from the data set to be analysed. The reference table enables the principal investigator to link all data collected from a person back to that person at any time and to contact the person if necessary. This may be useful, for example, if the person wishes to be informed of the individual results of their measurements in the context of the study or if they wish to be informed of incidental findings. If necessary, a pseudonymised data set can easily be converted into an anonymised data set at a later point in time by destroying or deleting the reference table, which contains all the data that can be attributed to an individual, apart from the code.

e) Data collection without anonymisation or pseudonymisation. This data collection method may be necessary or useful in rare exceptional cases, but this requires a detailed justification.


2. Is it possible for participants to view their personal data?
Ideally, participants should be able to see the data and measurements collected about them if they are interested. The period of possible access and the way in which it is implemented should be specified. In the case of anonymous data collection, anonymisation after data collection or for other reasons, this may not be practical or desirable. In this case, the reasons should be specified here and in the Study information with informed consent form.

If there is a fundamental possibility of health-related incidental findings in a study (e.g., a tumour in the brain in studies involving magnetic resonance imaging [MRI]), this must be noted and the corresponding requirements in the text module of the Study information with informed consent form must be taken into account.

3. Can participants find out about the research results?
This refers to the overall results of the study, which are available after the study has been conducted, e.g. in the form of a master's thesis or a manuscript. Ideally, participants should be allowed to see the results of the study if they are interested. The expected time frame for the results to be available and how they will be implemented should be specified.

4. What do you do to ensure that participants can withdraw from the study?
Study participants have the right to withdraw from the study at any time without giving reasons. Here and in the Study information with informed consent form, it should be specified how exactly participation in the study or specific measurements can be terminated at the participant’s request.

5. How and by when can participants request the deletion of their data?
In principle, participants must be given the opportunity to request the deletion of the data collected about them. The time limit for possible deletion and the method of implementation should be specified. In the case of anonymous data collection, anonymisation after data collection, or for other reasons, this may not be practical or desirable. A justification should then be specified here and in the Study information with consent form.

6. What personal data is collected and for what purposes?
The GDPR requires that all personal data collected by the study and the purpose of this collection must be made transparent to the study participants.
Personal data includes, for example, name; contact details (e.g., postal address, email address, telephone number); date of birth; physical characteristics (e.g., height, weight, hair colour, medical condition); genetic data; biometric data (e.g., 3D head scan); neurocognitive data; psychological characteristics (e.g., personality, attitudes, symptoms of mental disorders); relationships (e.g., family and friendship relationships, employers); other data (e.g., location data, mobile phone usage data, actions, education and professional career, bank details). 
The purpose of collecting the different personal data, i.e., what the individual data is used for, must be stated here according to the GDPR. Since it is not easy to change or extend the purpose later, it should be formulated as broadly as possible but also sufficiently precisely. For example: Your name and email address are required so that we can contact you for the duration of the study. Height and weight are collected in order to calculate the body mass index, which allows an assessment of normal weight and overweight. Psychological characteristics are collected in order to answer our scientific questions regarding … . The corresponding information is to be specified in the text module provided for this purpose in the Study information with informed consent form.

7. Is audio (e.g., voice), photo, or video recorded?
These types of data collection are particularly sensitive because the data can usually be directly linked to a person. Such recordings require secure storage (e.g., Group File Service of the University of Salzburg, see point 8 below; longer storage on a voice recorder or smartphone is insufficient), a good justification and the explicit consent of the participants for specific purposes (e.g., for project-related scientific evaluations) and may only be permitted with specific data protection measures. As a general rule, such recordings should be analysed promptly and then deleted immediately (e.g., deletion of audio recordings of an interview after transcription; deletion of facial images after analysis of emotional facial expressions). Alternatively, data protection can be ensured by making the voice unrecognisable or by pixelating the face. In some cases, longer storage may be necessary for scientific reasons. This requires a separate justification. Details should be specified in the Ethics Application Form and in the Study information with informed consent form.

If cloud-based software is to be used for transcribing interviews or creating or editing audio, photo, or video material, it must first be clarified whether IT services can provide their own, data-secure solution (see also point 9 below). If this is not the case, a data processing agreement must be signed with the provider and it must be checked whether and, if so, which companies the provider uses to provide the service. It should be clear who receives which data, and where they are ultimately processed.

8. How and for how long will the data be stored in which form during and after the study? How will they be destroyed? 
When processing and storing personal data, special attention must be paid to data security. Personal data should not be stored on local storage media (hard drive of the computer in the University of Salzburg office or home office, USB stick, external hard drive, smartphone). If this storage method is nevertheless chosen, the data stored on the storage medium should be encrypted. The Group File Service (GFS) provided by IT Services is generally considered to be sufficiently secure and should be used if possible. In the interests of data minimisation, personal. data should be stored for as short a period as possible in the interest of data minimisation. For scientific purposes, secure storage of personal data for up to 30 years is generally possible. In the interest of good scientific practice, a storage period of 10 years is recommended. This requirement does not apply to anonymous data, which can be stored for an unlimited time. Irrespective of this, the signed Study information with informed consent form of the individual participants should be kept in a printed form in a locked cabinet at the University of Salzburg for 30 years if possible.

9. Is personal data (e.g., transcription of interview recordings, images, physiological data) processed using cloud-based software (e.g. Transkriptor)?
When using cloud-based storage or analysis solutions, it must be ensured that the guidelines are met, which is usually the case when data is stored in data centres in EU countries. The first step is to determine whether the IT services can provide their own, secure solution (e.g., for transcription or image processing).

10. Is the anonymised data made available to other scientists for analysis in an open science database?
In some scientific fields and funding organisations, there is increasing demand for transparency, replicability, and aggregation of scientific data in the form of open science databases. This is possible in principle with anonymised data sets. In this case, the way in which anonymisation is implemented should be specified here and in the Study information with consent form.


Collection and storage of Study information with informed consent form
In the sample exemplar of the Study information with informed consent form, the information to be provided to the study participants under ‘Confidentiality and processing of your personal data’ in accordance with the 10 points outlined above is to be communicated using the text modules contained therein (with any study-specific information). 
In order to ensure adequate data protection, the consent form, which bears the name and signature of the study participant and is a highly personal data item, must always be stored separately from the corresponding other data, so that it is not possible to link it to the questionnaires or other data records of the respective person under no circumstances (e.g., in separate folders in a lockable cabinet or scanned on a Group File Service or password-protected computer). The Study information with informed consent form should never include the person's code, since the link of name and code should only appear in the securely stored reference table.
Even if data is collected anonymously or is anonymised after collection, documented study information with a declaration of consent is required for all study participants. There are isolated specific anonymous data collections, such as short surveys of passers-by in public spaces, where a written detailed Study information with consent form is not useful and applicable. If necessary, this must be justified in the Ethics application. However, this does not eliminate the need for a brief verbal explanation of the study to the anonymous respondents, which should be clearly stated in the Ethics application.
In many cases, e.g., anonymous online studies using LimeSurvey, the Study information with consent form must be presented to the test participants online before the study begins. Participants should read this information and save or print it. Only then, and after they have clicked on a button marked ‘I have read the information about the study and would like to take part in the study’, can they participate in the study. The investigator should take technical precautions to ensure that the date and time of the start of participation and the consent forms provided immediately beforehand are recorded by electronic or other means for possible future documentation.
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